Nuclear Suppliers Group
Awareness Raising Document — July 2023

The aim of this document is to raise awareness, as broadly as possible — among exporters (and other
suppliers such as original equipment manufacturers (OEMs)) and with access to sensitive items — of
the risks associated with nuclear and nuclear-related goods, material, technology, software and
expertise.

This document was endorsed by NSG Participating Governments at the 2023 NSG Plenary Meeting
in Buenos Aires, Argentina.

( Tpynna apgepHbIX NOCTaBLLMKOB
PYKOBOACTBO MO NOBbILWEHUIO OCBeAOM/IEHHOCTU — Utonb 2023 roaa
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A. Introduction

I. Nuclear Suppliers Group objectives

The Nuclear Suppliers Group (NSG) is a group of nuclear exporting countries, which seeks to
contribute to the non-proliferation of weapons of mass destruction by implementing two sets of
guidelines for nuclear exports and nuclear-related exports. The NSG Guidelines aim to ensure that
nuclear trade for peaceful purposes does not contribute to the proliferation of nuclear weapons or
nuclear explosive devices, and that international trade and cooperation in the nuclear field is not
hindered unjustly in the process.

( A.BBepeHune

I. Llenn Fpynnbl aaepHbIX NOCTAaBLIUKOB

( FTpynna spepHbix noctaswmKkos ([AMN) — rpynna cTpaH-NOCTaBLMKOB AAEPHOM NPOAYKLUMM,
CTPEMALMXCA COAENCTBOBATb HEPACNPOCTPAHEHUID ALEPHOrO OPYKMA NyTEM NPUMEHEHUA ABYX
CBOA0B PyKOBOAALWMX NPUHUMNOB A5 SKCMOPTA AAEPHON NPOAYKLMU U NCNOJIb3YyEMON B ALEPHbIX
Uenax npoaykuuMuM nABOMHOrO npumeHeHus. PykosogAwme npuHumnbl AN HaueneHbl Ha
obecneyeHne TOro, 4tobbl MMpPHaAA AAepHaA TOProeas He CnocobCTBOBasia PACMPOCTPAHEHUIO
A0EPHOr0 OPYXMUA WA ALEPHbIX B3PbIBHbIX YCTPOMCTB, U 4YTODObI MeXKAyHapoaHaa TOprosaa u
COTPYAHMYECTBO B AAEPHOM 061aCTU HE UMENN HEOHBOCHOBAHHbIX NPENATCTBUN. )

Proliferation entails the flow of technology, equipment, expertise and strategic goods from countries
that possess these commodities to countries that do not, and which are seeking to gain access to items
for use in nuclear weapon programmes. It is in the interest both of industry, research institutes and
their national governments, globally, to ensure that sensitive items are not inadvertently supplied for
use in weapons programmes.

( PacnpocTtpaHeHue (nponudepaumn) BneyeT 3a coboli nepeTekaHne TeXHONOrMKU, 060pya0BaHMUA,
KOMMETEeHUMI 1 CTpaTerMyeckmx ToBapoB U3 cTpaH, 061aaatowmx 3STMMM TOBapamm B CTPaHbI, UMK
He BNaAEHOWMMU, KOTOPbIE MULLYT BO3MOXHOCTb MOAYYUTb K HUM AOCTYyN A8 UCMNONb30BaHUA B
OpYKeWHbIX Nporpammax. B MHTepecax Kak MpOMbILWAEHHOCTU, UCCNEA0BATENBCKMX MHCTUTYTOB, TaK
M UX MPaBUTENLCTB ObiTb YBEPEHHBIMW B TOM, YTO YyBCTBMTE/IbHblE MNpeamMeTbl He byayT no
HEOCTOPOXHOCTM NOCTaBAEHbI A/19 UCMONb30BaHUA B OPYXKEMHbIX MPOrpammax. )

Industry and academia (i.e., universities, non-university research institutions, colleges, polytechnics,
as well as individual or groups of scientists conducting research related to equipment, materials,
software and technologies that may be subject to NSG export controls) have a key role in achieving
this objective by raising awareness of the potential associated risks. Export controls can only be
effective when all parties involved (manufacturers, exporters, management, researchers, engineers,
etc.) are aware of and comply with such controls. The fight against the proliferation of weapons of
mass destruction requires maximum cooperation. All parties must be aware of the risks associated
with sensitive goods and the danger of their misuse. It is the purpose of this document to help develop
a framework that encourages this awareness.

( MpoMbIWNEHHOCTb U HAayYHOe COOBLWEeCTBO (YHMBEPCUTETbI, HE OTHOCALLMECA K YHUBEPCUTETAM
MCCNesoBaTeNIbCKUE MHCTUTYTbI, KOANEAMKM, MOAUTEXHUYECKME BbiClMe y4ebHble 3aBeaeHusA, a
TaKXKe OTAeNbHble yYyeHble WMAM TPYNMbl yY4eHbIX, NPOBOAALLME WUCCNEeAO0BaHUA, OTHOCALMECA K
obopyaoBaHUIO, MaTepuanam, NPoOrpammHoMy oObecrneyeHuto U TEXHONOTMAM, KOTopble MOryT
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nognanatb noAa gencrane KoHTponsa MAMN) MeloT KNoUeByo PoJib B AOCTUMKEHUW YKAa3aHHOM Bbllle
uenM nytem MoBbIWEHUA OCBEAOMJIEHHOCTM O MOTEHLUMANbHbIX COMNYTCTBYIOWMUX PUCKaX.
DKCNOPTHbINA KOHTPOJIb MOKET ObITb 3PPEKTUBHbIM TO/IbKO B TOM C/ly4ae, KOr4a BCE BOB/IEYEHHbIE
CTOPOHbI (MPOM3BOAUTENM, IKCMOPTEPbI, MEHEAMKMEHT, WUCCNeaoBaTeNu, WHXKeHepbl M T.4.)
0CBelOMJIEHbI U AENCTBYIOT B COOTBETCTBUM C ero TpeboBaHMAMKU. Bopbba ¢ pacnpocTpaHeHnem
OpYKMA MACCOBOro NopakeHus TpebyeT MaKCMMaNbHOro obbeaMHEHUA ycuanin. Bce cTOPOHDI
AO/KHbI  OCO3HABATb PUCKMU, OTHOCALLMECA K YyBCTBUTENbHbIM TOBapaM, M OMACHOCTb WX
MCNONb30BaAHMA B He3aaBNEeHHbIX uenax. Llenbto AaHHOroO AOKyMeHTa M ABAAETCA NOMOLLb B
CO34aHUM CTPYKTYpbl, KOTOpasa byaeT conencTsoBaTb MOBbIWEHUIO OCBEAOMAEHHOCTU B AAHHOM
obnactu. )

Il. The role of the awareness-raising document

The aim of this document is to raise awareness, as broadly as possible - among exporters (and other
suppliers such as original equipment manufacturers (OEMs)) and with access to sensitive items - of
the risks associated with nuclear and nuclear-related goods, material, technology, software and
expertise. While such sensitive items and skills are usually used for civilian purposes, they could also
be misused in nuclear weapons programmes or terrorist activities. It is equally important to raise
awareness of the danger that entities from countries suspected of proliferation might seek to obtain
knowledge, know-how and access expertise that could contribute to a nuclear weapons programme.
Vigilance is required in the case of countries suspected of being engaged in the development or
production of nuclear weapons. Such countries may seek to procure sensitive items or components
directly or procure them via third countries.

(1. Ponb PykoBOACTBA NO NOBbLILIEHUIO OCBEAO0MIEHHOCTU

Llenbto 4aHHOIo pyKOBOACTBA AIBASETCA KaK MOXHO 6os1iee WnpoKkoe NoBbieHNe 0CBe,0MIEHHOCTH
3KCMopTepPOB (M ApyrMx MOCTABLUMKOB, TaKMX KaK npoussoauTenu 6a3oBoro (KOTopoe 3aTtem
KOHCTPYKTMBHO 0QOPMAAETCA M NPOAAETCA APYTMMN GUPMaMM Nog, UX TOProBbiMK MapKkamu, OEM
equipment) 060pya0BaHMA, MMEOLWMX AOCTYN K YyBCTBMUTE/NIbHbIM TOBApaMm, O PUCKAX, CBA3AHHbIX C
ALEPHBIMU U MNPUTOAHbIMKU ONA ALEPHbIX Uenei ToBapamMM, TEXHOAOTMAMM, MNPOrPaMMHbIM
obecneyeHnem M KomneTeHUMAMKU. Hapaay ¢ Tem, 4To nogobHble YyBCTBUTENbHbIE NPeaMeTbl U
HaBblKM OBbIYHO MCNONbL3YIOTCA B HEBOEHHbIX LLeNAX, OHW TaKMKe MOryT ObiTb 3/10HaMepPeHHOo
MCNONb30BaHbl B ALEPHO-OPYKEMHDBIX MPOrpaMmmax MAn B TEPPOPUCTUYECKON aeATenbHOCTU. B
paBHOW CTEMEHW Ba*KHO MOBbIWATb MOHMMAHME OMACHOCTM TOrO, YTO OPraHu3auMm K3 CTPaH,
noAo3peBaemMblX B MNPOANPEPATUBHON AEATENbHOCTU, CTPEMATCA MNOAYYUTb 3HAHMA, HOY-Xay
(cekpeTbl npon3BOACTBA) M AOCTYN K KOMMNETEHUMAM, KOTOpble MOryT BHECTM BKAagd B AAEepHO-
OpyXenHble nporpammol. Heobxoanma OCTOPOXKHOCTb B OTHOLIEHUAX CO CTPAHAMM, B OTHOLIEHWUU
KOTOPbIX MMEIOTC OMnaceHMa MX BOBNEYEHHOCTM B pa3paboTKy MAM MPOU3BOACTBO A4EPHOro
OpYMA. ITU CTPAHbI MOTYT NbITaTbCA NPUOBPECTU YYBCTBUTENbHbIE TOBAPbLI U/IN UX COCTABHbIE YacTH
HaNPAMYIO UK Yepes TPETbU CTPaHbI. )

No reputable company or organisation wishes to be involved in the misuse of any goods it produces
or supplies. This policy is not just a matter of needing to comply with export controls but also in its
own self-interest and corporate responsibility. Responsible corporate export control and due diligence
means that organisations should assess transactions based on plausibility around things such as:
* no inconsistencies or lack of information provided by the potential recipient or customer;
* the plausibility of the stated end-use, and the item is appropriate in terms of its technical
characteristics for that end-use; and
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» corporate information given on the recipient/end-user statement is consistent with the stated end-use
and is credible given all other circumstances (e.g. availability of the required expertise, technical and
economic utility, order documents, end-use certificates).

( Hu omHa KOMNaHMA MAM OpraHM3auMsa C XOpollel [enoBOW penyTauuein He XodeT 6biTb
BOB/JIEYEHHOM B 3/I0HAMEPEHHOE MWCMNO/Nb30BaHWE TOBApPOB, KOTOPble OHA MNPOU3BOAUT WU
noctasnser. [puMUMHOM TaKoOM MNO3NLMM ABNAETCA He TONbKO HeobxogMmocTb cnepoBaTb
TpeboBaHMAM 3IKCMOPTHOTO KOHTPOAA, HO M COOBCTBEHHblE MWHTEpPEcCbl WM KopnopaTuBHas
OTBETCTBEHHOCTb. OTBETCTBEHHbIM KOPNOPATUBHbIN NOAX0A K SKCMOPTHOMY KOHTPO/IIO U A0JIKHan
OCMOTPUTENBbHOCTb O3HAYAlOT, YTO OpraHM3auMa AO/XKHA OUEHWBATb CAENKM, OCHOBbLIBAACH Ha
AOCTOBEPHOCTM TaKMX OBCTOATENBCTB KaK:
e OTcyTCTBME  MNPOTMBOPEYUMA  UAM  HeAocTaTKa  MHPopmaumu, NpPeaocTaBAsemon
NOTEHLMaNbHbIM NOJly4aTeNEM UM NOKYNaTenem;
e JlocTOBEPHOCTb 3aAB/IEHHOTO KOHEYHOro WCNO/Ab30BAaHUA M COOTBETCTBME TEXHWUYECKMUX
XapaKTepPUCTUK NpeamMmeTa 3adaB/IEHHOMY KOHEYHOMY MCNO/Ib30BaHUIO; U
e KopnopatMBHaa MHbOpPMaLMA, NPeAOCTaBNAeHHAa B 3aABNEHUM MNoAyYaTens/KoHeyHoro
No/sb30BaTeNsA COOTBETCTBYET 3aABNE€HHOMY KOHEYHOMY MCMO/Ib30BAHUIO U 3ac/yKuBaeT
[OBepMA C y4yeToM BCex Apyrnx obcToaTenbcTB (Hanpumep, HanuMume HeobxoauMbIX
KOMMNEeTEeHUMNA, TexHMYeckaa M 3KOHOmMMYecKana 3PPeKTUBHOCTb, MpoYMe [AOKYMEHTb,
cepTMdMKaATbl KOHEYHOIO MCNONb30BAHMA). )

I1l. Awareness-raising strategies

This document is only one of many ways of informing exporting organisations about the risks
associated with supplying sensitive items that might be diverted for nuclear weapon activities. The
inclusion of a “catch-all” provision in the NSG Guidelines has greatly enhanced the significance of
corporate knowledge about the intended end-use and end-users of all items, not just those sensitive
items that are listed.

(1. CTpaTernu noBbiWEHWUA OCBEA0M/IEHHOCTH

3TOT AOKYMEHT TONIbKO OANH M3 MHOTMX CNOCO60B MHOOPMMPOBAHUA OPraHU3aLLMN-3KCNOPTEPOB O
PUCKaX, CBA3@HHbIX C NOCTaBKaMW YyBCTBUTE/IbHbIX TOBAPOB, KOTOPbIE MOTYT ObITb NEePEKAOYEHbI Ha
AeATeNbHOCTb MO CO34aHMI0 (MCMONb30BaHbl MPU CO34aHUM) AAEPHOrO OpPYXKMA. BKAloueHue
NONIO}KEHUA O BCEOOBbEMIOLLEM KOHTPOIe B PykoBogALme npuHumnbl FAMN 3HauMTeNnbHO ycuaunno
BaXXHOCTb KOPMOPaTMBHOM OCBEAOMIEHHOCTM O MpeanosaraeMomM KOHEYHOM MCMOb30BaHUN U
KOHEeYHOM No/ib30BaTe e BCEX MPEAMETOB, @ He TO/IbKO TeX, KOTOPbIe NepPeyYnC/ieHbl B KOHTPO/IbHbIX
CnucKax. )

The lists of controlled sensitive items drawn up by the NSG and regularly reviewed by the NSG
Technical Experts Group (TEG) are a vital aspect of export control in the nuclear field. Under national
and supranational legislation to implement this regime, the export of listed items usually is subject to
some form of export licensing approval by a national authority. The precise details of the export
licencing requirement are laid down in the national legislation of participating governments.

( CnUCKM KOHTPO/NMpPYyEMbIX YyBCTBUTE/IbHLIX TOBapoB, paspaboTaHHble [AM M peryaapHo
obHoBAsemble pPynnon TeXHMYECKNxX akcnepToBs (M) NnpeacTaBaatoT cOO0OM CyLLEeCTBEHHbIN acnekT
9KCNOPTHOrO KOHTpOAA B AgepHoW obnactu. CornacHO HaUMOHANbHOMY WM HaAHAUMOHaNbHOMY
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3aKOHOAATeNbCTBY, MPeAyCMATPUBAKOLWEMY MMMJIEMEHTALMIO 3TOTO peXuma (B HauMoHanbHoe
3aKOHOAATeNbCTBO), SKCMOPT TOBAPOB, NEPEYMUCIEHHbIX B KOHTPOJIbHbIX CMUCKax 06bl4HO TpebyeT
nosly4yeHun paspelleHuns (MMLeH3nm) HauMOoHa IbHbIX OPraHoB (B TOM UK MHOM BUAE).
KoHKpeTHble geTtanun TpeboBaHUIn NONYYEHUS SKCMOPTHbLIX NLEH3UIA U3N0XKEHDI B HALMOHAIbHOM
3aKOHOAATe/IbCTBE rocyaapcTe-ydacTHukos MAM. )

The parameters detailed in Section B below for determining the legitimacy of export transactions may
be a useful toolkit for an organisation involved in exports or transfers, including whether there is a
need for further information. The most relevant of the specific parameters depends on the type of
exporting organisation and the items or transaction involved. Experience has generally shown that
such organisations should appoint one person to have overall responsibility at the senior management
level and an additional contact person with whom the export licensing authority can liaise.

( NapameTpbl Ans onpeaeneHns NerMTMMHOCTU SKCNOPTHbIX CAENOK, MOAPOOHO ONUCAHHbIE HUMXKE B
Pasgene B, moryT 6bITb NON€3HbI 415 OPraHM3aLMiA, y4acTBYOLLMX B IKCNOPTE UM Nepeaaydax, B TOM
ynucne B Caydyae HeobXOAMMOCTM MONyYEeHUA AONONAHUTENbHOM MHPopmaumn. Hambonee TouHoe
COOTBETCTBME KOHKPETHbIX MapaMeTpoB 3aBUCUT OT BMAA SKCMOPTUPYIOLEN opraHusauuu, ee
TOBapoOB M cAenok. OnbIT MOKasbiBaeT, YTO, KakK MPaBUNO, B TaKMUX OPraHM3aumax [0CTaTOYHO
Ha3HaYUTb OA4HO OTBETCTBEHHOE /IMLLO YPOBHA TON MeHeAKepa M AOMNOJIHUTE/IbHOE KOHTAKTHOEe
JIMLLO, C KOTOPbIM MOTYT NOAAEPKNBATbL CBA3b JINLEH3UPYHOLLME OPraHbl. )

Since the relevant parameters will vary case-to-case, organisations should plan and adapt their export
control processes accordingly. The examples of suspicious circumstances or behaviours are given in
the sections below, these are not intended to be an exhaustive list, nor do they indicate whether a
specific export transaction is subject to licensing.

( MockonbKy NapameTpbl CAENOK MOTYT OTIMYATLCA B KaXKA0M KOHKPETHOM C/ly4ae, opraHusaumm
TaK)Ke O0/1KHbl COOTBETCTBYOWMM 06pa3om paspabatbiBaTb M NpucnocabimeaTth CBOU Npoueaypbl
3KCNOPTHOrO KOHTpOANA. B pasgenax HUKe npuBedeHbl NPUMEPbI Bbi3biBalOWMX MOAO3PEHMUE
06CTOATENLCTB UKW OEUCTBMIA, KOTOpble He ABAAKTCA MCYEPNbiBAOWMM MNEPeYHEeM U He
0653aTeNIbHO YKa3biBalOT Ha TO, TpebyeTcs NN NULEH3MPOBAHUE AONA KOHKPETHOM 3KCMOPTHOWM
CAENKN. )

B. Detecting attempted procurement

The following parameters are intended to help organisations assess whether there is any risk of
becoming inadvertently involved in nuclear weapons-related proliferation and whether they should
seek further advice

( B. BbisBNeHue HeyAaBLUMXCA NONbITOK 3aKYNOK

HuxkenepeuncneHHble XapaKTePUCTUKM NpeaHa3HauyeHbl 418 TOro, 4Tobbl MOMOYb OpraHM3auUsam
OLEHUTb CYLLECTBYET /1M PUCK ObITb HENPEAHAMEPEHHO BOBNEYEHHBIMM B NPOANdepaunio B AAepHO-
OpYy*KelHoM 061aCTM U HYXKHO N1 UM 0bpaLLaTLCA 3a Aa/IbHENLLEN KOHCYibTauunen. )

I. Attempts involving nuclear and nuclear-related goods, material, facilities and Technology
Anyone involved in the export or transfer of nuclear and nuclear-related equipment, materials,
software, and technology has to minimise the risks of unwittingly or unintentionally assisting in
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developing or producing nuclear weapons or nuclear explosive devices. Hence, special vigilance is
needed to detect and prevent illicit procurement, with attention paid to any suspicious behaviour or
business transactions relating to such items' supply.

( 1. MonbITKM 3aKYNOK, BKAIOYAKOLWUX AgepHble U NpuUrogHble ANA AAEPHbLIX Ueneil ToBapbl,
MmaTepuanbl, YCTAaHOBKU U TEXHONOTUIO

JNto6oe n1uo, BOBNEYEHHOE B IKCNOPT UK Nepesady A4ePHOro U CBA3AHHOMO C HUM 060pyA0BaHUS,
MaTepunanoB, NPOrpaMMHOro obecneyeHUs U TEeXHONOTrMA, AO/KHO MWHUMMU3IMPOBATbL PUCKU
CNYY4aMHOTO WAW HenpegHaMepeHHOro coAencTBMA pa3paboTke WMAM NPOU3BOACTBY ALEPHOrO
OPYXMS WKW  ALEPHbIX B3PbIBHbIX YCTPOUCTB. [loaToMy HeobxoAMMO NpoABAATbL 0CObyio
64MTENBbHOCTb 419 BbISIBNIEHMA M NPeA0TBPALLEHNSA HE3aKOHHbIX 3aKYMNOK, yaensasa ocoboe BHUMaHWNE
nobomy noao3puUTeNIbHOMY NOBEAEHUIO UKW AE/10BbIM ONepaLmaM, CBA3aHHbIM C MOCTaBKOM TaKUX
TOBapoOB. )

Examples of suspicious behaviour that is inconsistent with standard business practice, include:
a) Inquiries received from previously unknown customers whose identity is not clear, who respond
reluctantly to any questions regarding their identity or connections and where the answers may be
evasive or unconvincing.

b) The supposed customer appears to be non-existent, unknown to industry, trade bodies, or company
registration authorities and is not listed in any telephone or trade directories, Internet websites or other
sources of publicly available information.

c) They are unable or reluctant to provide details of other commercial entities with whom they have
previously dealt.

d) The customer appears to lack the capacity to deal with the quality or quantity of goods ordered or
the nature of the customer's business is inconsistent with the order.

e) The customer is vague, evasive or does not provide clear, timely answers to:

* questions about the intended use, end-user, facilities or details of the site where a component or
equipment is to be installed; or

« commercial or technical questions, which are typically part of any business contract negotiations.

f) The customer demands unusual and excessive confidentiality concerning the final destinations or
specifications of the equipment, component, materials, or software to be supplied.

Other grounds for suspicion may include:

» demands for excessive security arrangements/measures given the stated use;

* the customer's obvious unfamiliarity with standard security requirements for the handling of
sensitive materials or equipment; or

* denial of access for the contractor to plant areas outside those specified in the contract under
circumstances that seem suspicious.

g) The customer splits up a contract for plant construction or conversion without providing any
adequate information about the full scope of the order and/or the final destination of the plant.

h) The customer requests completion of a partially completed project or installation of equipment that
a different company has started without a credible explanation of why that company did not complete
the work. The supplier may want to contact the initial company to confirm any explanation that is
given.

i) The country of destination is suspected of being engaged in the proliferation of sensitive nuclear
technology or seeking to acquire nuclear weapons, including through diversion activities.



( Mpumepbl NOAO3PUTENBHOrO NOBEAEHUA, KOTOPOE, KaK NPaBuao, He cornacyerca ¢ 06blYHOMA
[EeNoBOI NPAaKTUKOM, BK/IHOYAIOT:

a) 3anpocbl, NONYYEHHbIE OT PaHEEe HEU3BECTHbIX KAMEHTOB, IMYHOCTb KOTOPbIX HEACHA, KOTOpble
HEOXOTHO OTBEYatoT Ha /1Itobble BOMPOChI, KacatoLMecs X IMYHOCTM UIN CBA3EN, U OTBETbI KOTOPbIX
MOTYT 6bITb YK/IOHYMBbLIMU UIN HEYOEAUTEIbHBIMMU.

b) NMpepgnonaraemblh KAWMEHT MNPOU3BOAWUT BMEYATIEHME HECYLLEeCTBYIOWEro B pPeasibHOCTH,
HEeM3BECTEH MPOMbIWJIEHHbIM Kpyram, TOProBOMy COODOLIECTBY WM OpraHam perncrpauum
KOMMaHUIM U He YKa3aH HWN B KakKnX TeNiePpOHHbIX UM TOProBbIX CNPaBOYHMKAX, HA MHTEPHET-calTax
WX B APYINX UCTOYHMKAX 06LenocTynHon nHdopmaumu.

c) KAneHTbl He MOryT WAM He XOTAT NpeaocTaBUTb MNOAPO6HYID MHPOpMaUMIO O APYyrux
KOMMEPYECKUX OPraHM3aLnAX, C KOTOPbIMM OHU paHee MMeNn Aeno.

d) CknapgbiBaeTcA BMe4YyaT/ieHWE, 4YTO Y KAWEHTA OTCYTCTBYHOT BO3MOMHOCTM o0bpawaTtbca ¢
3aKa3aHHbIMM TOBapaMM TaKOTO KayecTBa M B TAKOM KOJIMYECTBE, UIN BUJ, AEATENbHOCTU K/INEHTa
He COrnacyeTca C XxapakTepoMm 3aKasa.

e) KnvMeHT no cBoemy XxapaKTepy ABJAETCA HEACHbIM, YKAOHUYMBbIM WM He JaeT YeTKUX,
CBOEBPEMEHHbIX OTBETOB Ha:

e BOMPOCbI O MpeanosaraeMom MCNob30BaHUWU, KOHEYHOM MO/Ib30BaTesle, OOBEKTAX UK
nogpobHOCTAX NO NOBOAY N/OWAAKM, TAe KOMMNAEKTyolee nsgenne nan obopyaosaHue
[OKHbI 6bITb YCTAHOBNEHbI; UK

® KOMMeEpYecKMe UM TeEXHUYECKME BOMPOCHI, KOTOPble 0ObIMHO ABAAKOTCA YacTbio NOObLIX
[EeN0BbIX MEePeroBOpoB B paMKax KOHTPAKTa.

f) 3aka3umk TpebyeT M3NUWHEN U Ype3mepHOW KOHOUAEHLMANbHOCTU B OTHOLEHUM KOHEYHbIX
MYHKTOB Ha3HayeHMa WM cneuuMduKaumii nocraBnsemoro obopynoBaHWsi, KOMMOHEHTOB,
MaTepunanoB AN NporpammHoro obecneyeHma. pyrMMn OCHOBAHUAMWU AN NOAO3PEHUA MOTYT
ObITb:

e TpeboBaHMA K upe3amepHbIM Mepam 6e3onacHOCTM B CBA3WM C  3aAB/IEHHbIM
NCNoNb30BaHMEM;

® 04YeBMAHOE He3HaHWe KAMEHTOM 0bblYHbIX TpeboBaHWI 6e3onacHOCTM Npu obpaleHnmn ¢
YyBCTBUTE/IbHbIMM MaTepuasaMmun namn obopyaoBaHmem; Uam

® 0TKa3 NoApaAYMKY B AOCTyME K NPON3BOACTBEHHbIM NAOLWAAKAM 33 NpeAeiaMuM YKa3aHHbIX
B KOHTPaKTe, N0 NPMYMHAM KOTOpble BbIFAAAT NOAO3PUTENbHBIMM.

g) 3aKasuuK ApoOUT KOHTPAKT Ha CTPOUTENbCTBO MAM MEPecTPorKy 3aBoAa, He npeaocTaBnsan
A0CTaToOYHOMN MHPOPMaLUKM O NONHOM 06beme 3aKasza /MM KOHEYHOM Ha3HaYeHMM 3aBoAa.

h) 3akasumk obpallaeTcs ¢ Npocbboli O 3aBEpPWEHUM YACTUYHO BbIMOAHEHHbIX MPOEKTa WU
YCTaHOBKM 060pyAoOBaHUA, KoTOopble OblM HayaTbl APYron KOMNaHwen, 6e3 [0CTOBEPHOro
06BbACHEHMA TOro, NoYyemMy 3Ta KOMMNAHWA He 3aBeplumia paboTy. MMocTaBLWMK MOXKET No cBoemMy
¥KeNaHMIo CBA3ATbCA C NepBOHaYaIbHbIM UCMOHUTENEM PaboT, YToObl NnoaTBEPAUTL Ntoboe AaHHOe
3aKa34yMKom obbsCHEHME.

i) B OTHOLWEHMN CcTpaHbl HA3HAYEHNS UMEIOTCA OMNACeHUA B ee MPUYACTHOCTU K PacnpoCcTpaHeHuUto
YyBCTBUTE/IbHbIX AAEPHbIX TEXHONOTMUIN UNU K CTPEMIEHUIO NPUOBPECTU AAepHOE OpYXKUe, B TOM
yucne nyTem UCNosib30BaHMA TOBAPOB HE NO UX 3aABNEHHOMY Ha3HauYeHMIO (NepekntoyeHne). )

Suspicious orders:
a) The stated destination or end-user for the items are unusual or implausible given the nature of the
items to be supplied.



b) The declared value of the goods is inconsistent with standard business practice.

c) The order itself is unusual in some way (e.g., the quantity or required performance of any spare
parts significantly exceeds or falls short of the quantity or performance generally required for the
stated end-use).

d) The description of the item to be supplied is vague or meaningless, or the specification requirements
for the item are unnecessarily high given the stated end-use.

e) Equipment in an existing or planned facility is to be modified in a manner that would significantly
change its performance characteristic, which could potentially help facilitate nuclear weapons-related
development or production.

) The site at which the equipment is to be installed is unusual given the nature of the facility and/or
the stated end-use of the instillation.

( Mopo3puTenbHble 3aKasbl:

a) 3asBNEeHHOe MeCTO Ha3HAYeHWs M KOHEYHbI MNo/sb30BaTeslb ABAAKOTCA HEOObIYHbIMU UK
HenpaBgonoA0OHbIMK, Y4MTbIBAA XapaKTep NOCTaBAAEMbIX TOBAPOB.

b) 3asaBneHHaa CTOMMOCTb TOBapa He COOTBETCTBYET PbIHOYHOM CTOMMOCTMU.

c) Cam 3aKa3 B HEKOTOPOM poae Heobbl4eH (Hanpumep, KOAMYECTBO UK Tpebyemble TEXHUYECKME
XapaKTepPUCTUKM NtobbIX 3amacHbIX YacTel 3HAYUTENIbHO MNPEBLIWAKT WAWU HUXKE TeXHUYECKUX
XapaKTepUCTUK, 06bI4HO Tpebyembix A1A 3aABNEHHOIO KOHEYHOIO UCMONb30BaHUA).

d) OnucaHne noctaBnAemoro ToBapa ABAAETCA PACM/IbIBYATbIM WM HE MMeeT CMbicna, Nnbo
TEXHUYECKME XaPaKTEPUCTMKU TOBapa HeONpaBAaHHO 3aBbllUeHbl, YYUTbIBAA €ro 3asaB/NEeHHOe
KOHEYHOe UCMo/ib30BaHMe.

e) O6bopynoBaHME Ha CYLLECTBYHOLLEM UM MNNAHUPYEMOM 06bEKTE A0NKHO 6bITb MOAUGUULMPOBAHO
TakKMm 06pa3om, YTO 3TO CMOMKET CYLLeCTBEHHO M3MEHUTb ero paboume xapaKTepPUCTUKM, 4TO
noTeHUManbHO morio bbl cnocobcTBoBaTh pa3paboTke AW NPOU3BOACTBY B ALEPHO-OPYXKENHOM
obnactu.

f) MecTo, Ha KOTOPOM [,0M1KHO HbITb YCTaHOBNEHO 060pYyAOBaHME, HE COOTBETCTBYET HAa3HAYEHUIO
n/Mnn 3aABNEHHOMY KOHEYHOMY MCMOJIb30BAHMIO YCTAHOBKMW. )

Suspicious circumstances regarding the business environment:

a) The circumstances of a transaction involving a broker/middleman or final consignee are unusual
and deviate from standard business practice, (e.g., the exporter is an individual and that the quantity
of goods to be supplied suggests they are to be used for manufacturing purposes).

b) The consignee or broker is deviating from their usual line of business or has recently been
established, and therefore lacks a verifiable track record of work in the relevant areas.

¢) The export supporting documentation does not match the information provided by the consignee or
contains discrepancies in the description or quantity of goods to be supplied, or they are not of a
standard usually expected for commercial transactions. Such as not being in the traditional format,
containing spelling errors or other simple mistakes.

d) The customer requests unusual shipping or labelling arrangements, including packaging or part-
packaging thereof, which would be inconsistent with the type of transport envisaged or the stated final
destination.

e) The requirement for any special or unusual packaging and handling arrangements that do not match
the stated use and/or final destination of the materials or components to be supplied, or similar
suspicious arrangements.



f) Unusually favourable payment terms are offered, such as a higher price, interest rates above
standard market rates or lump-sum cash payment, or banking documents that are not of the usual
commercial standard.
g) The amount of insurance paid on the shipment is not in line with standard business practice (either
too high or too low).

( Nopo3putenbHbie 0b6cTOATENBCTBA, Kacalowmecs ycioBuii 6usHeca:

a) O6cToATeNbCTBA CAENKM C y4acTMem Bpokepa/mocpesHuKa MAM KOHEYHOro rpysononyyaTtens
ABNIAOTCA HEOObIYHBIMU N OTK/IOHSIOTCA OT OObIYHOM AE/10BOM NMPaKTUKKU (Hanpumep, sKcnopTep
anseTcs GU3MYECKMM MLLOM, HO NPU STOM KOIMYECTBO NOCTaBASEMbIX TOBAPOB NPeAno/siaraeT, YTo
OHM ByAyT MCNONb30BATLCA ANA NPOU3BOACTBEHHbBIX Lienekn).

b) F'py3ononyyaTtenb nnm 6pokep OTKIOHAETCA OT CBOE 06bIYHOM chepbl AeATENbHOCTU U TOSIBKO
HeAaBHO Obln CO34aH, M MO3TOMY Y HEro HeT NoAAaloLLenca NPOBEPKE UCTOPUN AEeATEeNbHOCTU B
noaxoaalmnx obnacrax.

c) NoaTBeprKAatoLLAsA SKCNOPT AOKYMEHTAUMA He COOTBETCTBYET MHOPMALLMKN, NPeaOoCTaBAEHHOM
rpy30onosyyateniem, UAuU COAEPKUT PACXOKAEHWUS B OMUCAHUM WKW KONIMYECTBE MOCTaBIAEMbIX
TOBApPOB, UM AOKYMEHTbl HE COOTBETCTBYIOT CTAaHAAPTY, 06bIYHO NPUMEHAEMOMY NPU COBEPLLUEHUM
KOMMepPYeCKUx caenok. Hanpumep, npeaocrtaBnaetcs AOKYMeHTauma He B obbldHOM dopmaTe, a
TaKKe coaeprKalwan opdorpadryeckne oWNMBKN UAKN apyrve aneMeHTapHble OWNBKN.

d) 3aKa3umK 3anpalumBaeT HeobblYHbIE YCNOBUA A0CTABKU UM MAapPKUPOBKM, BKAOYAA YNAKOBKY MK
YaCTMYHYKO  YNaKOBKY, KOTOpble  MOMHO  paccmMaTpuMBaTb  KaK  HECOOTBETCTBYHOLLME
npeaycMoTpeHHOMY BUAY TPAHCMNOPTa UM 3aABIEHHOTO KOHEYHOTO NYHKTa Ha3HaYeHus.

e) TpeboBaHMe NobbIX cneumanbHbiX AU HeobbIYHbIX CMOCOO0B YNaKOBKM M 06paLLLEHUA C FPY30M,
KOTOpble HE COOTBETCTBYIOT 3asiB/IEHHOMY MCMONb30BAHUIO U/UAN KOHEYHOMY NMYHKTY Ha3HayeHusa
NOCTaBASEMbIX MAaTEPUANOB NN KOMNOHEHTOB, MK NoA06OHbIe NOA03PUTENbHbIE MEPbI.

f) NpepgnaratoTca HEOObIMHO BbIFOAHbLIE YCNOBUA ONAaTbl, TaKME KaK 3aBblleHHAA LEeHa; Bbiroaa
nocpeAHUKa Bble OObIYHbIX PbIHOYHbLIX CTABOK; €AMHOBPEMEHHAn BbiMiaTa HaAMYHbIMK;
6aHKOBCKME AOKYMEHTbI, HE COOTBETCTBYIOLLME TUMNOBLIM HOPMaM.

g) Cymma CTpaxoBKW, yrnaayeHHana 3a rpys, He COOTBETCTBYeT 0bObl4HOM AenoBOM npakTuke (nnbo
C/IMLLIKOM BbICOKa, INO6O CAULIKOM HU3KA). )

I1. Attempts involving know-how transfer from companies, research institutes and universities.
The proliferation risk associated with the transfer of technical information, knowledge and knowhow
is generally even more of a concern than the export of physical items. This is especially true in the
case of Intangible Technology Transfers such as by electronic means. Under the NSG Control Lists,
sensitive information and know-how are termed “technology”. “Technology” is defined as consisting
of both “technical data” (e.g., information) and “technical assistance” (e.g., knowhow).

(. NonbITKM nNOAYYEHMA HOy-Xay M3 KOMMAHWUI, WUCCNen0BaTe/NIbCKUX WHCTUTYTOB M
YHUBEpPCUTETOB

Puck nponundepaummn, cBAsaHHbI C Nepegayveirt TEXHUYECKOW MHDOPMALUM, 3HAHUN U HOY-Xay
BbI3bIBAET OMACEHUA AarKe B OO/bLUEN CTENEHWN, HEXKENM IKCMOPT MaTepPUasbHbIX NpeamMeToB. ITO
0COBEHHO BEPHO B OTHOLIEHUM HEOCA3AaEMOM Nepesayvm TEXHONOMMIN, HanNpUMep, B 3NEKTPOHHOM
BMAE. B COOTBETCTBMM C KOHTPOAbHbIMK cnivcKamu AN yyBCTBUTENbHAA MHPOPMALMA U HOY-Xay
00603HaYalTCA TEPMUHOM «TEXHONOIUAY. «TEeXHONOrMA» ONpenenseTcs Kak COCTOALAn U3 ABYX
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yacTen — KTEXHUYECKMX AaHHbIX» (Hanpumep, MHPOPMaLUKN) U K TEXHUYECKOM NOMOLLM» (Hanpumep,
Hoy-xay). )

Proliferators can misuse scientific cooperation to acquire technology used to develop and produce
nuclear weapons. There is a risk that allowing unrestricted access to universities and other scientific
and technical institutions by scientists, research students and technicians from those countries engaged
in proliferation enables them to acquire relevant advanced technologies. The knowledge thus obtained
may be used not only for civil programmes but diverted to nuclear weapons-related activities as well.
The transfer of technology may occur through national and international conferences, trade fairs,
special exhibitions, workshops, meetings, symposia, joint research and development projects, as well
as training and education programmes. Such events and activities are also an opportunity to establish
informal networks and contacts that enable expertise to be obtained on an ongoing basis that does not
necessarily arouse suspicion.

( Mponudepatopbl MOryT 310ynoTPEOUTb TEXHUYECKMM COTPYAHMYECTBOM AN OBNAAEHMSA
TEXHONIOTMAMM, UCNONb3YEMbIMU A4 Pa3paboTKuM U NPOU3BOACTBa AAEPHOro opyxua. CyuecteyeT
PUCK TOrO, YTO HEOrPaHUYEHHbIN AOCTYN B YHUBEPCUTETbI U MPOYME HAyYHbIE U TEXHUYECKME
3aBElEHMA HAY4YHbIX COTPYAHMKOB, acCNMpPaHTOB W /1abOpPaHTOB M3 CTPaH, BOB/EYEHHbLIX B
nponudepaumio, NO3BOANT UM NONYYUTb COOTBETCTBYHOLUME COBPEMEHHbIE TEXHONOMMWU. 3HAHUA,
nosfyyeHHble nogobHbIM 06pa3om, MOryT 6biTb WMCMO/Ib30BaHbl HE TO/NbKO B TPaXKAAHCKUX
nporpammax, Ho MoryT BbITb TaK}Ke NepPeKNtoYEHbl Ha AAEPHO-OPYKENHYIO AeATENIbHOCTb.
MNepepaya TEXHO/IOTMM MOMKET OCYLECTBAATLCA B PaMKaxX HAUMOHANbHbLIX U MEXAYHapOoAOHbIX
KOHpepeHLMiA, TOProBbiX APMAPOK, CMeuuasn3npoBaHHbIX BbICTABOK, CEMWHAPOB, COBELLAHUN,
CMMMNO3MYMOB, COBMECTHbIX Hay4YHO-UCCNEA0BaTENbCKMX U OMNbITHO-KOHCTPYKTOPCKMX NPOEKTOB, a
TaKKe y4yebHbIX U 06pa3oBaTe/ibHbIX Nporpamm. TakMe MeponpuAaTUA TaKXKe AaloT BO3MOXKHOCTb
YCTaHOBUTb HedOpMa/ibHble CBA3U M KOHTAKTbl, NO3BO/AIOLWME MOAYYaTb IKCNEPTHbIE 3HAHMA Ha
NOCTOAHHOM OCHOBE, HE Bbi3biBas HEOHXOAUMBbIX NOAO3PEHUIA. )

Knowledge and know-how transfer can occur during the commercial, scientific and academic
exchanges. Professional associations, technology centres and private and cultural initiatives also offer
plentiful opportunities for potential proliferators to develop contacts and information sharing. Another
way of obtaining specific expertise is to directly approach experts and/or technical personnel involved,
e.g., in the assembly or maintenance of production facilities.

( Nepeaaya 3HAHUI U HOY-Xay MOXET MPOUCXOANTbL B XOA4E TOProBbIX, HAYUYHbIX M aKaLeMMUYECKMX
obmeHoB. lMpodeccrnoHanbHble accoumaLmm, TEXHOOTMYECKME LEHTPbI, YaCTHble U KyAbTypHble
MHULMATUBbI TaKXKe MpeaocTaBAAlOT NOTEHUMaNbHbIM NpoandepaTopam 6oratble BO3MOXKHOCTU
ANA Pa3BUTUA KOHTAKTOB M 0bmeHa MHbopmaumeit. pyrum cnocobom nosiyveHus cneumanbHbIX
3HaHWUN ABNAETCA HenocpeacTBeHHoe obpalleHune K aKcnepTam M/MAn TEXHUYECKOMY MepcoHany,
yyacTBylolLEeMY, Hanpumep, B COOPKE WMAM TEXHUYECKOM OB6CNYy)KMBAHMM MPOM3BOACTBEHHbIX
06beKTOoB. )

Information transfer, in some form, is something that happens in every area of science and technology.
The following parameters may help assess whether the expertise being sought might be used for
nuclear weapons activities. Particular caution is advised in all cases of unusual contacts and suspicious
conduct.
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(Mepeaaya MHPopmaLmm B Kako-1Mbo Gpopme - 3TO TO, YTO NPOMCXOAUT B 060N 061aCTU HAYKK U
TexHonorun. Cneayowme npu3HaknM MOryT ObiTb MOJIEe3Hbl MNPU OLUEHKe TOro, MOryT /u
3anpallMBaemMble IKCMEPTHbIE 3HAHUA UCMONb30BaTbCA ANS AEATE/IbHOCTU, CBA3AHHOM C AAEPHbIM
opy»xuem. Bo Bcex cnyyasx HeoObIYHbIX KOHTAKTOB M NOA03PUTENIBHOIO NOBEAEHMA PEKOMEHAYETCA
cobnoaaTb 0cobyto OCTOPOXKHOCTb. )

In addition to those examples listed in Section I, suspicious behaviour generally deviating from normal
practices, for example, includes:

a) The lack of any request for expert technical assistance or training usually required to install or
operate plants or plant components.

b) Requests for unusual and excessive confidentiality, e.g., reluctance to disclose information about
the site of a research plant or the location where the contracted service is to be rendered.

c) In connection with nuclear and nuclear-related goods:

* inquiries from nationals of countries of proliferation concern about enrolling as a student, technical
staff, or researcher on research projects;

* requests to attend training courses, conferences and seminars from nationals of countries of concern;
and

* requests from unknown individuals, institutions and companies for help and advice in a specific area
of technology and/or technical process.

d) Requests relating to matters on which scientists, researchers, and laboratory staff would not
normally be expected to seek advice or information. The reasons for interest do not make complete
technical sense or where evasive explanations are given.

e) The failure:

* to explain or give convincing reasons why the technical data or know-how transfer and training is
being sought;

* to present or provide convincing answers to questions regarding relevant commercial or technical
aspects of a contract; and/or

» to demonstrate that the requesting party possesses the expertise typically required for any given
projects.

f) Confidentiality or secrecy arrangements, which appear to be excessive given the nature of the
services to be provided, or equally which demonstrate that the requesting party is clearly unfamiliar
with the usual security requirements for such activities.

( B gononHeHne K npumepam, npuseneHHbiM B Pasgene |, nogo3putenbHoe MNoOBeAEHWUE, He
noxoxee Ha 0bLEeNPUHATOE, MOXKET, HaNnpPUMep, BKAOYaTb B ceb:
a) OTcyTCTBME KaKOro-1nbo 3anpoca Ha SKCNePTHY0 TEXHUYECKYHO MOMOLb UK 0byYeHne, 06bIYHO
HeobxoAnMble ANA YCTAHOBKM UM SKCM/TyaTaLUKM YCTaHOBOK UM KOMMOHEHTOB YCTaHOBOK.
b) Mpocbbbl 0 HEOObLIMHOM W Ype3MepHOM KOHOUMAEHUMANbHOCTU, HaNpumep, HexenaHwe
pacKkpbiBaTb MHPOPMALMIO O MECTE PACMOIOKEHMA UCCNEAOBATENBCKOM YCTAaHOBKW UAN MeCTe, rae
B COOTBETCTBUM C KOHTPAKTOM A0/1’KHA ObITb OKa3aHa ycayra.
c) KacatenbHo AAepHbIX U UMEIOLLMX OTHOLLIEHME K A4epHON 061acTh TOBApPOB:
® 3aMpoCbl FPa*kAaH CTPaH, Bbi3bIBAOLWMX 06ECMOKOEHHOCTb C TOYKM 3peHUA npoandepaumnu, o
BK/IIOYEHUM B UCCNEA0BATENIbCKME NPOEKTbI B KAYECTBE CTYAEHTA, TEXHUYECKOro NepcoHana
AN uccnepoBatens;
® 33ABKW rpakaaH CTPaH, Bbi3blBalOWMX 06ECNOKOEHHOCTb, Ha MocelleHne y4ebHbIX Kypcos,
KOHEePEHLNN U CEMNHAPOB;

12



® 3anpocbl OT HEM3BECTHbIX /UL, YYPEeXKAEHWUA W KOMMNaHWA 06 OKasaHuM nomowm Wu
KOHCY/NbTaUMAX B KOHKPETHOM 061aCTM TEXHOIOMMK U/ TEXHONOMMYECKoro npouecca.

d) 3anpocbl, Kacatowmecs Tem, MO KOTOPbIM YYEHbIE, UCCNEA0BATENN U COTPYAHUKM NabopaTopuii
06bIYHO He 40/1KHbl 06paLaThHCs 32 COBETOM AU MHPOPMALMEN, U MO KOTOPbIM MPUYNHBI MHTEpPECa
He MOJIHOCTbIO TEXHUYECKM 0OOCHOBaHbI UM KOrAa AaloTCA YKAOHUYMBbIE OOBACHEHMA O NPUUYMHAEX
nogobHoro MHTEpeca.
e) HecnocobHoCTb:

* 06BACHUTL AN NpUBECTM ybeauTeNbHbIE NMPUYUHBI, MO KOTOPbIM 3anpaliMBaeTca nepeaaya
TEXHUYECKUX AAHHbIX UIN HOY-Xay U 0byYeHue;

* [aTb UM NPeAoCTaBUTb yoeauTenbHble OTBETbI HA BOMPOCHI, Kacatowmecs COOTBETCTBYOLLMX
KOMMEPYECKUX MU TEXHUYECKUX aCMeKTOB KOHTPaKTa; u/unu

* NPOAEMOHCTPUPOBATb, YTO 3anpaluMBalOAA CTOpOHa ob6nafaeT 3KCNEPTHbIMU 3HAHUAMM,
0bbIYHO HEOBXOAMMbBIMW ANA TAKUX MPOEKTOB.
f) Mepbl no obecneyeHno KOHPUAEHUMANBHOCTU UAM CEKPETHOCTWU, KOTOpble NpeacTaBAATCA
YypesMepHbIMM C Y4Y4EeTOM XapakTepa NpeaoCTaBAAEMbIX YCAYr WAW B PaBHOM CTeneHu
AEMOHCTPUPYIOT, YTO 3anpaluMBaloas CTOPOHA ABHO He3HAaKoMa C 0b6bl4HbIMKM TpeboBaHMAMM
6e3sonacHocT ans nogobHoro poaa AeATeNbHOCTU. )

III. “Catch-All” controlling other items of proliferation concern

The development and production of nuclear weapons, or nuclear explosive devices, require the use
and access to a wide range of general engineering or technical equipment, tools, component parts or
materials. It would be impossible, and wholly impractical, to introduce specific export controls on all
of the items needed for activities of proliferation concern. So to address this issue controls based on
the end-use and end-user are often employed. These controls are termed "catch- all controls”. The
guidance provided in this document can also be applied to the supply of these non-listed, more generic
items, regarding generally awareness and specific things to look out for. Manufacturers and suppliers
that have suspicions or concerns should contact the relevant national export licencing authority, who
will provide advice.

( M. «Bceobbemniowmii KOHTPONb» APYrMX O6BHEKTOB, Bbi3bIBAIOWMUX 03a6O0YEHHOCTb C TOUKM
3peHus pacnpocTpaHeHua

Pa3spaboTka M NPOM3BOACTBO SAAEPHOTO OPYXKMUA WAM AAEPHbIX B3PbIBHbIX YCTPOMCTB TpebyeT
MCNONBb30BAHUA M AOCTYNa K OBWMPHOMY NepeyHto OObIYHOrO WMHMKEHEPHOTO U TEXHUYECKOro
obopy0BaHUA, WHCTPYMEHTOB, KOMMOHEHTOB W MaTepuanoB. bbino 6bl HEBO3MOMHO W
COBEPLUEHHO HEMPAKTUYHO NOABOAUTL MOA IKCMOPTHBIN KOHTPO/b BCE MpeaMeTbl, Heobxogumble
ANA OeATeNbHOCTW, Bbi3blBAOWEN OnaceHua B OTHoweHuu npoaudepauun. Mosatomy gns Toro,
4yTO6bI OTPEearMpoBaTh Ha 3Ty NPobAeMy YacTo UCMO/b3YETCA KOHTPO/Ib KOHEYHOTO UCNO/Ib30BaAHUA
M KOHEYHOro mnosb3oBaTens. TaKOW KOHTPONb MOAYYMA HAMMEHOBAHWE «BCEOOBLEMIOLLENO
KOHTPOAA», AN NO-aHIANMCKN — «catch-all». Mepbl, npeasoxeHHble B AaHHOM PyKOBOACTBE TaKKe
NMPMMEHMMbI B OTHOLIEHMM MOCTAaBKU Hosiee YHUBEPCANbHbIX, HE BKNOYEHHbIX B KOHTPOJbHbIN
CNWUCOK, NPeaMEeTOB, B OTHOWEHMM 0bLLel OCBEAOM/IEHHOCTU U cneumdUUecknx cuTyauui, Ha
KoTopble HeobxoamMmo obpawaTb BHUMaHWe. MPon3BOAUTENSAM M NOCTABLLMKAM, Y KOTOPbIX €CTb
onaceHus unn obecnoKoeHHOCTb, ceayeT 06paLLaTbCA B KOMMETEHTHbIE INLLEH3UPYIOLME OpraHbl
CBOEW CTPaHbl A5 NOAYYEHUN KOHCYNbTaLNNA. )
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The inclusion of a “catch-all” provision in the NSG Guidelines in 2004 established the need for
relevant controls on the export or transfer of non-listed items which may, in part or in their entirety,
be intended for use in nuclear-related activities of concern. To facilitate the effective implementation
of "catch-all" controls, potential exporters need to be in a position to notify the relevant authorities of
any suspicions that they have been approached to supply items destined for activities of concern. Since
information about any suspicions is clearly crucial, exporters are encouraged to investigate within
their capacity the facts of the matter before any export or transfer takes place. If their suspicions are
confirmed or remain unaddressed, then they should notify the licensing authority accordingly.

( BkntoyeHue B 2004 rogy nosoxeHus o BCEOOBEMJIOLLEM KOHTPOEe B PykoBoaALIME NMPUHLMUMbI
AN onpeaennno HeobXoAMMOCTb B PaBHOW Mepe KOHTPOJIMPOBATb 3KCMOPT WUAM nepeaady
npeameToB, KOTOPbIE HE BK/OYEHbl B KOHTPO/IbHbIM CMMUCOK, HO KOTOPbIE MOTYT, YacTUYHO UK
LeNnKom, 6bITb NpesHa3HaAYeHbl 41A UCMO/Ib30BAHMUA B AA4EPHOM 061aCTH, BbI3bIBAOLLEN OMACEHUA.
Ona Toro, ytobbl copencTBoBaTb 3GGEKTUBHOMY OCYLLECTBNEHUIO BCEOOBEMIOLLErO KOHTPOAA,
NOTEHLMANbHBIM 3KCNOPTEPaM CaeayeT UMeTb BO3MOXHOCTb YBEAOMAATb KOMMNETEHTHbIE OpraHbl O
NtobbIX NOA03PUTENBHBIX CYyYanx 0b6paLLeHMA MO NOBOAY NOCTAaBOK NpeaMeToB, NpeaHa3HauYeHHbIX
ANA 0eATeNbHOCTU, Bbi3blBatOLWLEN onaceHMA. B Tom cny4yae, ecnm nHbopmaums no nosoay Ntobbix
NoAO03peHUN BbIMNALUT AENCTBUTENbHO Ba*KHOM, 3KCNOPTEPAM PEKOMEHAYETCA CBOMMMU CUNAMMU
n3y4nTb 06CTOATENBLCTBA AEeNa A0 TOro, Kak byayT ocywecTBaAeHbl 3KCNOPT Uan nepeaayda. Ecam mx
onaceHuA nNoATBEPAATCA WMAW OCTAHYTCA He MNPOACHEHHbIMMU, SKCMOPTEPbl AO0/KHbI YBEAOMUTL
JIMLEH3UPYLOLME OpraHbl. )

IV. Attempts linked to nuclear terrorism

United Nations Security Council Resolution (UNSCR) 1540 was adopted in 2004 and is intended to
limit the access by non-state actors (specifically terrorist groups) to weapons of mass destruction and
the means of their delivery. UNSCR 1540 is in addition to resolutions that impose more specific
measures aimed at combating terrorist activities by certain named persons and organisations.

( IV. MonbITKK, cBA3aHHbIE C AAEPHbIM TEPPOPU3IMOM

Pesontoums 1540 CoseTa besonacHoctv OOH 6bina npuHaTa B 2004 roay v Hanpas/eHa Ha To, YToObI
OrPaHMYNUTb AOCTYMN HEFOCYAAPCTBEHHbIX CYyObEKTOB (0COBEHHO TEPPOPUCTUUECKUX FPYN) K OPYKUIO
MaCCOBOr0 YHUUTOXKEHUA U cpeacTBam ero AocTaBku. Pesontouma 1540 pononHaeT pesontoumm,
KOoTopble NpeanucbiBatoT 60nee KOHKPETHbIE Mepbl, HalueeHHble Ha 60pbby C TeppopUCTUUECKOM
AeATENbHOCTbIO KOHKPETHbBIX 1ML, U OPraHU3aLymi. )

UNSCR1540 mandates that States shall refrain from providing any form of support to non-state actors
that attempt to develop, acquire, manufacture, possess, transport, transfer or use nuclear, chemical or
biological weapons and their means of delivery, in particular for terrorist purposes. The resolution
requires all governments to adopt and enforce appropriate laws to this effect, including export controls
and other effective measures to prevent access to these weapons and their means of delivery by non-
state actors.

( Pesontoumsa 1540 ycTaHaBAMBaEeT, YTO rocyaapctea 6yayT BO34epKMBaTbCA OT 060 Gopmbl
NOALEPKKM MOMbITOK HErocyfapcTBeHHbIX CyObekToB npuobpectn, oBnafeTb, MNPOU3BECTH,
3axBaTWUTb, NepeBe3TH, NepesaTb UAM UCNONb30BaATb ALEPHOE, XMMUYECKOE UAKN Buonornyeckoe
OpY¥KME UM CPEeACTBA €ro AOCTAaBKMU, 0COBEHHO B TEPPOPUCTUYECKUX Lensax. Ona sdpdekTUBHOro
AOCTUNKEHMA 3TUX uenein Pesontouma TpebyeT OT BCeX rocyAapct8 MPUHATUA U MPUMEHEHMUA
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COOTBETCTBYIOLLMX 3aKOHOA4ATE/NIbHbIX aKTOB, B TOM YMC/1€ SKCMOPTHOIO KOHTPONA U APYrUX Mep ANA
npeaoTBpaLLEHUsA A0CTyNa K 3TUM BOOPYKEHUAM U CpeACcTBam ero A0CTaBKU HErocyAapCTBEHHbIMU
cybbekTamu. )

In addition to the parameters listed in Sections I and II regarding exports and “technology” transfer,
organisations should be aware of certain factors of specific relevance to preventing access by non-
state actors and take appropriate action.

(B gononHeHMe K napameTpam, npuseaeHHbIM B Pasgenax | v |1, Kacatowmmcea skcnopTa n nepegaym
TEXHO/IOTUU, OPraHn3auum A0/IKHbI ObITb OCBeAOMEHbI 0 haKTOpax, UMelLMx ocoboe 3Ha4yeHune,
yTOObI NPEAOTBPATUTL AOCTYN HEroCyAapCTBEHHbIX CYOBEKTOB M NPeAnpUHATL COOTBETCTBYIOLLNE
nencraunsa. )

Manufacturers and suppliers should seek to know, to the greatest extent possible, their customers
before entering contractual arrangements for the supply of materials, equipment or other sensitive
items that could be used in the development or production of WMD or acts of nuclear terrorism They
should be suspicious of requests and orders - especially those received from unknown parties - in
which:

« the party's identity remains unclear because, e.g., their letterheads are incomplete or have been
photocopied;

* the only means of contacting the party is via personal email address, a post office box or mobile
phone number;

« the information provided about transport routes makes no geographical or economic sense;

* the party is clearly not familiar with (or ignores) security arrangements that are generally required
or technically necessary for the handling or transport of nuclear and nuclear related goods; and

* the party clearly lacks the know-how or facilities necessary or recommended for secure storage or
use, especially in the field of highly sensitive technologies or technical processes.

( Mpon3BoANTENN M NOCTABLUMKM AOKHbI CTPEMUTLCA ObITb B MaKCMMasibHO BO3MOXKHOM CTeneHn
0CBEAO0M/IEHbI O CBOMX 3aKa3uMKax, Npexae Yem 3aK/toyaTb KOHTPaKTbl Ha NOCTaBKY MaTepuanos,
060pyA0BaHMA UM APYIUX YYBCTBUTENbHbIX TOBAPOB, KOTOPble MOFYT 6bITb MCNO/b30BaAHbI MpPU
pa3paboTKe UM NPOM3BOACTBE OPYKMA MACCOBOTO MOPANKEHMA UAN aKTAX ALEPHOTO TEPPOPU3MA.
OHWM [ONXKHbI C OCTOPOXKHOCTBIO OTHOCUTBLCA K 3aMpOCam M 3aKazam, B 0COBEHHOCTU MNONYYEHHbIM OT
Hen3BeCTHOW CTOPOHbI, B KOTOPbIX:
® MOAJ/IMHHOCTb CYLLECTBOBAHWA KOHTPAreHTa OCTAaeTCA HEeACHOM, MOCKOJ/IbKY, Hampumep,
npeAoCTaBAAEMbIE UM PEKBU3UTbI HA PUPMEHHBIX BNaHKAX MMCEM OpraHU3aLMK ABAAOTCA
HEMONHbIMMK, @ CaMn BNAHKN HOCAT cnesbl KONMPOBaHUA;
® eAMHCTBEHHbIM CNOCOBOM CBA3M C KOHTPAreHTOM ABAAETCA afpec JIMYHbIN 3/1EKTPOHHOWN
NoYTbl, abOHEMEHTHbIM NOYTOBbIN AWMK AU HOMEP MOBUNbHOIO TenedoHa;
e WHOOPMALMA O MapLpyTax TPAHCMNOPTUPOBKM He onpaBAaHHA HU reorpaduyecku, Hu
3KOHOMMYECKM;
® KOHTpareHT ABHO HE3HAaKoM (MAuM UrHopupyeT) mepbl 6€30MacHOCTM, KoTopble 06bIYHO
TPebyloTCA NN TEXHUYECKM HEOBXOAUMBI AN 0BpalLeHMA NAKN TPAHCNOPTUPOBKU AAEPHbIX
M CBA3AHHbIX C HUMMW TOBApPOB; U
® KOHTpAreHT ABHO MCMNbITbIBA€T HEAOCTAaTOK B HOYy-xay wan o060pyAoBaHWKW, KOTopble
HeobxoAMMbl WAW PEKOMEHAOBaHbl A1 6e30NacHOro XpaHeHUs MAM UCMONb30BaHUA,
0C06€eHHO B chepe BbICOKOYYBCTBUTEIbHBIX TEXHOOTMI MU TEXHONOTMYECKUX NPOLLECCOoB. )
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C. Information / National Authorities Contact Points

The NSG homepage: www.nuclearsuppliersgroup.org also contains links to the contact information
of many of the NSG participating governments' national export-control authorities.

The NSG Guidelines with their lists of sensitive items (Control Lists) can be found in the NSG
Guideline section of the NSG website: https://www.nuclearsuppliersgroup.org/en/guidelines Please
contact the relevant national official body responsible for export controls in case of any doubt or
questions concerning this document.

( C. Undopmauumsa / KoHTaKTbl opraHoB ¢peaepanbHOi BAacTu

naBHas uHTepHeT-cTpaHuua caiTta MAMN (www.nuclearsuppliersgroup.org) coaep»KUT CCbIJIKM Ha
KOHTaKTHYI0O  MHPOPMALMIO  MHOMMX  TOCYAapCTBEHHbIX OpraHoB  cTpaH-yyacTHuu, [AM,
YMNONTHOMOYEHHbIX B 06/1aCTU 3KCMOPTHOTO KOHTPOAA.

Pykosogsduime npuHumnbl FAMN ¢ UX NepeyYHsMU YyBCTBUTENbHbIX TOBAaPOB (KOHTPO/IbHbIE CMUCKN)
MOMHO  HaWTM B  COOTBETCTBYIOWEM pasgene WHTepHeT-caWta [AMN  no  agpecy:
https://www.nuclearsuppliersgroup.org/en/guidelines. Moxanymcra, obpauwaiTecb B
KOMMNETEHTHbIA OpraH Ballleld CTPaHbl, YMNO/JHOMOYEHHbIA B 06/1aCTM 3KCMOPTHONO KOHTPOASA, B
cnyyae N0b6Oro COMHEHMA WAM BOMPOCOB, CTABWMMWM NPESMETOM PAacCMOTPEHWUS B LAHHOM
PykoBogacTse. )
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